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Abstract 

Physical security is an aspect of security control, especially in terms of prevention and perimeter 

protection. Physical Security aims to protect the security of documents, staffs, property, buildings 

and the environment. However, physical security for military buildings is in the middle of a social 

development area. The military area provides space for irresponsible outsiders to access secrets 

such as the military daily routine, target building, weapon warehouse, data center and defense 

operation center.  Moreover, outsiders can secretly observe military activities and location of the 

target buildings. Existing defense systems should be integrated with systems to prevent and protect 

against all forms of human and natural threats. Therefore, the objective of this study is to propose 

guidelines for physical security of Malaysian Armed Forces (MAF). Thus, the objective of this study 

is to propose physical security guidelines for Malaysian Armed Forces (MAF) facilities using 

Crime Prevention Through Environmental Design (CPTED). For this article, the author applies 

the convergent-parallel mixed methods approach, that is, the simultaneous collection of qualitative 

and quantitative data, followed by the combination and comparison of these different data. This 

approach involves collecting different but complementary data on the same phenomena before 

conducting an analysis. The results show that the policies contain three components, namely 

electronic, architectural and organizational. These components are related to six CPTED 

strategies, namely surveillance and visibility, territoriality, access and escape routes, image and 

esthetics, target hardening and maintenance. The physical security guidelines that use CPTED 

must be considered from the beginning of building planning and design. Therefore, this paper 

proposes the physical security guidelines using CPTED techniques for MAF to improve the 

physical security objectives. 

 

Keywords:  Physical Security, Guidelines, Crime Prevention through Environmental Design 

(CPTED). 

 

1. Introduction 

Physical security refers to the protection of workstations, equipment, and all information and 

software contained therein from theft, vandalism, natural disasters, man-made disasters, and 

accidental damage (Dunbin Sun, 2021). It is still possible to characterize physical protection as a 
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security tool aimed at denying unauthorized persons access to buildings, facilities, and services. 

The best physical security must be balanced with the implementation of crime prevention through 

environmental design (CPTED). It is well known that most military areas have been caught in the 

stream of modernization. In the process, most of the tall buildings have been built around the 

military area. This contributes to the leakage of information to the outside, and there may be an 

intrusion of outsiders. In addition, the main objective of CPTED is to change the urban environment 

to deter potential criminals. The concept that the environment can influence human behavior is 

based on urban planning and environmental psychology. When physical security is in line with 

CPTED strategies, fewer criminal incursions into military areas occur. CPTED benefits from the 

opportunity to play a meaningful role in military crime prevention; sustained connections with 

planning, development, law enforcement, and other local agencies; and new crime prevention and 

problem-solving initiatives. CPTED can also bring intangible benefits, such as strengthening links 

between public law enforcement, private security, and urban planners. 

Traditional physical security is defined by security measures designed to prevent unauthorized 

access to facilities, equipment, and resources and to protect employees and property from harm or 

damage (e.g., sabotage, fraud, or terrorist attacks). In traditional facility, multiple layers of 

countermeasures such as surveillance, barriers, guards, and access control are used to achieve the 

goal (3-19.30, Field Manual Physical Security, 2001). This study aims to implement and improve 

physical security using Crime Prevention Through Environmental Design. Therefore, an overview 

of the CPTED principles of natural surveillance, natural access control, territorial reinforcement, 

target hardening, and maintenance (Deutsch, 2018) used in this field study is provided. In another 

study by Cozens, Saville, & Hillier (2015), CPTED also included activity support. That is, a variety 

of activities in a given area increases natural public surveillance, which in turn deters criminal 

activity. Figure 1.1 illustrates the scope of the study. 

 

 
Figure 1.1: Crime Prevention Through Environmental Design Strategic 

 

Physical security design and access control are more than bars on windows, a guard booth, a 

camera, or a wall. Crime prevention involves the systematic integration of design, technology, and 

operations to protect three important assets - people, information, and property. Protecting these 

assets is a major concern and should be considered throughout the design and construction process. 

The most efficient and cost-effective way to provide security is during the design process. 

Designers who are to address security and crime must be able to determine security requirements, 

be knowledgeable about security technologies, and understand the architectural implications of 

security requirements. The process of designing safety into architecture is known as crime 

prevention through environmental design (CPTED). It involves designing the built environment to 

reduce the possibility and fear of predatory crime by stranger. This approach to security design 

differs from traditional crime prevention practices that focus on preventing access to a crime target 
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with barrier techniques such as locks, alarms, fences, and gates. CPTED utilizes the capabilities of 

natural access control, surveillance, and territorial reinforcement. It is possible for natural and 

normal use of the environment to meet the same security objectives as physical and technical 

protection methods. 

Proper design and effective use of the built environment can lead to a reduction in the fear of crime 

and the incidence of crime, as well as an improvement in the quality of life in the military zone. 

Crime decreases when the opportunity to commit a crime is reduced or eliminated. CPTED works 

by eliminating criminal opportunities in and around your property. This can result in your property 

being a less attractive target. Lack of maintenance causes people to feel unsafe and feel that 

undesirable behavior is taking place here. This study can provide guidelines and encourage military 

departments to design buildings with CPTED in mind. This will ensure that all military personnel 

are involved in creating and maintaining a safe environment. In addition, it will also ensure the 

military organization in preparing, reviewing and implementing planning schemes and guidelines 

CPTED. 

This study will have a significant impact on physical security implementation guidelines using 

Crime Prevention Through Environmental Design (CPTED) for the use of all facilities in Malaysian 

Armed Forces by incorporating architectural, electronic, and organizational aspects. Through a 

very humane approach of surveillance and visibility, territoriality, access and escape routes, image 

and esthetics, target hardening and maintenance, this strategy will contribute to the field of physical 

security as a whole. 

 

2.  Background 

Security methods meant to prevent unwanted access to premises, equipment, and resources are 

referred to as physical security. A strategy or plan of action to protect employees and property from 

harm or injury is also known as physical security (such as espionage, theft, or terrorist attacks) 

("Physical Security," 2016). Important and strategic physical facilities such as the military camp 

require additional and advanced protection systems due to their important and strategic role. 

Designing physical security policies through CPTED and security features in MAF buildings and 

the military environment can reduce opportunities and vulnerability for criminal behavior and help 

create a sense of community. The goal is to create safe places through limited access to the 

buildings, good surveillance, and a sense of ownership and responsibility. Therefore, the physical 

security component installed there must really work and do its job. In the military environment, 

there are three factors that typically form the basis of a terrorist's decision as to which target to 

select. The first factor is the type of weapons available to the terrorist. The second factor is the 

opportunity or vulnerability of the target. And the third factor is the goal or effect the terrorist hopes 

to achieve through his action (Livingstone, 1982). 

There are many examples of military intrusion. It all happens because there is no specific guide for 

developing a military area (Directorate, S., 2015). One incident in 2000, where Al-Ma'unah was a 

spiritual Islamist militant group, broke into a Malaysian Army camp early in the morning and stole 

weapons from an arsenal (The Straits Times, 2015). After a series of incidents, the military has 

made improvements in opening up military areas. But there still needs to be a guideline for the 

development of all military fields so that such incidents do not happen again and also because of 

the advanced new technology, especially in the IR 4.0 era, where intrusion and secrecy have 

become more advanced. 

 

3. Method 

For this study, the authors adopt the convergent-parallel mixed-methods approach, i.e., the 

simultaneous collection of qualitative and quantitative data, followed by the combination and 

comparison of these different data (W. Creswell & Plano Clark, 2018). This approach involves 

collecting different but complementary data on the same phenomena before conducting an analysis. 

Figure 3.1 explains the convergent parallel mixed methods. The results show that the policies 
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contain 3 components, namely electronic, architectural and organizational. These components are 

associated with 6 CPTED strategies, namely surveillance and visibility, territoriality, access and 

escape routes, image and aesthetics, target shielding and maintenance. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 3.1: The Convergent Parallel Design (John et al., 2018) 

 

3.1 Conceptual Framework 

From study analysis to conclusion evaluation, the conceptual framework defines each research 

process. Figure 3.1 depicts each phase, as well as its anticipated activities and deliverables. 
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Figure 3.1: Conceptual Framework 

 

3.1.1 Phase 1: Preliminary study 

Preliminary study is a study that conducted to refine the research intervention and evaluate its 

acceptability (Smith et al., 2015). In phase 1 of the research process, Preliminary study is conducted 

to identify the research problem, research purpose and scope. The information from the literature 

review will be used to answer the research question, "What are the current physical security issues 

in the MAF facility without 100% implementation of CPTED strategy?" and "How are the three 

components of electronics, architecture, and organization related to CPTED strategies?". In this 

phase, a Preliminary Study survey is conducted among the military personnel of Malaysian Armed 

Forces working in the main guard of camp 11 Infantry Brigade using the study Cross-Sectional 

(Kumar, 2016). Military personnel will be given questionnaires to complete and collect on the same 

day. In addition to the questionnaires, the military personnel are also asked about their opinions 

and problems with the development of the camp's surroundings. The data collected through the 

questionnaire will then be entered into Google Forms to perform statistical calculations and create 

graphs. This preliminary study helps to advance the literature review that was conducted and 

provides a good overview of the challenges that were encountered and what can be incorporated 

into current practice. 

 

3.1.2 Guideline Design and Development 

Phase 2 develops the proposed physical security policies for the MAF facility using CPTED. The 

physical security policy phases are shown in Figure 3.2. Guideline’s design and development, in 

which the initial guidelines are validated by experts consisting of university lecturers and a MAF 

security officer. In this phase, the validation of the guidelines will be conducted in two (2) rounds 

so that the guidelines can be developed thoroughly. 
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Figure 3.2: Guideline Development Stage 

 

3.1.3 Phase 3: Guidelines Validation 

The validation of the guidelines is done in two (2) rounds using the expert review technique where 

each physical security criterion is reviewed by experts using strategic CPTED criteria and the 

criteria he experts' approval are developed into physical security guidelines for MAF facilities using 

CPTED. Table 3.3 shows the validation criteria for the guidelines that align CPTED strategies with 

the 3 components of the guidelines. 

 

Table 3.3: Validation Criteria 

 

Guideline 

Component 

/ CPTED 

Strategy 

Electronic Architecture  Organizational 

 

Surveillance and 

visibility 

Electronic access 

and intrusion 

detection; electronic 

surveillance 

Architectural design and 

layout; circulation control; 

site planning and 

landscaping 

Security Guards 

Guidelines Development Stage 

Stage 1: Problem 

Identification 

Stage 2: Comparing 

Existing Guidelines 

Stage 3: 

Guideline 

Development 

Stage 4: 

Validation 

Scope: Physical 

security 

guideline for 

MAF facility 

using CPTED 

1. Initial 

guideline’s 

criteria 

2. Conceptual 

model 

Initial 

Guidelines 

Validate 

Guidelines 

Research Deliverables (Output) 
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Territoriality 
Alarm and electronic 

monitoring and 

control; electronic 

detection 

Architectural design and 

layout; circulation control; 

site planning and 

landscaping 

Security Guards 

Access and 

escape routes 

Alarm and electronic 

monitoring and 

control; electronic 

detection 

Architectural design and 

layout; signage; site 

planning and landscaping 

Security Guards 

Image and 

aesthetics 

 Architectural design and 

layout; signage 

 

Target 

hardening 

Alarm and electronic 

monitoring and 

control; electronic 

detection 

Circulation control; site 

planning and landscaping 

 

Maintenance Manpower Manpower Manpower 

 

3.1.4  Phase 4: Reporting 

In this phase, the results of each phase are summarized in a full report. The purpose of the project 

report is to confirm that the project objectives have been achieved. All findings obtained in each 

phase will be forwarded to the appropriate departments of the MAF. Conducting a detailed study 

will provide good input to the MAF to establish guidelines for physical security using CPTED in 

each building of the military compound. 

 

4. Findings 

Each CPTED strategy employs a slightly different method to send a clear message to criminals that 

a responsible person is nearby and their activities are not welcome. Each of the 6 CPTED strategies 

has been broken down into 3 components, electronic, architectural, and organizational. The result 

is that all CPTED strategies overlap in the 3 components. Figure 4.1 below shows the overlap of 

the 3 components. The three components support each other in creating the physical security 

policies for the MAF facility using CPTED. 
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Figure 4.1: Overlapping 3 Component 

 

The total of 38 respondents in this study are military personnel of the 11th Brigade Infantry, who 

are involved in the aspect of security of information, facilities and the environment. It is very 

important to study their understanding and implementation of CPTED as they are the main group 

of implementers of this policy. Based on the findings, strategic management can effectively 

determine the future implementation of CPTED in all military camps. Figure 4.2 shows the 

percentage of understanding and importance of these 3 components to them, 51% of the 

respondents indicated these 3 components are important to the success of this guideline. 29% of 

respondents indicated that only 2 components made a good guideline. There are 11 military 

personnel, meaning the equation of 30% states that if only 1 component out of 3 components is 

implemented, the implementation of this guideline may be sufficient. This shows that 

understanding the importance of CPTED to the information, buildings, and environment of military 

areas is paramount. 

 

 

 
 

Figure 4.2: Percentage of Respondent 

 

5. Conclusions  

The goal of this physical security guidance for MAF facilities using CPTED is to influence and 

inform decisions about the design and management of the built environment so that our military 

camps, buildings, and personnel are safer and therefore more sustainable. It is also capable of 

solving physical security problems for the MAF facility. Security planning and management 

Organizational

ElectronicArchitectural
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involves many, sometimes competing, objectives or measures. This guidance primarily attempts to 

avoid repeating the same ideas in the many different sections. Therefore, no single detailed CPTED 

strategy or principle should be followed in isolation from the others. The best approach is based on 

understanding and applying the entire 6 strategic CPTED ideas, which are divided into the 3 

components of Architecture, Electronics, and Organization. This makes it easier for an organization 

to formulate the criteria that must be in place to ensure that its physical security measures are 

successful. Successful implementation of the CPTED strategy in development requires planning at 

various levels, from overall design to documentation of the finer details, and staff with management 

must be aware of their responsibilities and the importance of physical security in their organization. 

 

6. Future Works 

It is clear that the implementation of CPTED in buildings or environments of military areas has 

reached the 50% level. However, it is hoped that the percentage of CPTED implementation can be 

further increased if there is consistent guidance to support the IR 4.0 plan in the future. 

The first is the possible application of the method for CPTED based on the IoT. The Internet of 

Things (IoT) refers to a system of computing devices, objects, mechanical and digital machines, 

animals, or humans that are connected by unique identifiers (UIDs) and can transmit data over a 

network without requiring human-to-human or human-to-computer interaction (Rosencrance et al., 

2019). Many researchers have proposed using IoT as a solution for physical security where an 

application program interface (API) is used to connect smart devices to the online access control 

system and grant access to those who are authorized ((Ouaddah et al., 2016), (Andaloussi et al., 

2018), (Bandara et al., 2016), (Ashibani et al., 2017), (Z. Khan et al., 2017), (Ravidas et al., 2019), 

(Fysarakis et al., 2018) and (Greaves & Coetzee, 2017)). The readings from each sensor were used 

to assess the risk of crime at a particular location. For this experiment, sensors such as an acoustic 

sensor, a light sensor, and an ultrasonic sensor were used. The purpose of the sensor is to report 

any changes and environmental factors in the real-world. A light sensor was used to measure the 

brightness of an area. An acoustic sensor and an ultrasonic sensor were used to measure the status 

of the floating population in the area. These two factors can be used to determine if the area in 

question is an environment where the criminal activities of suspects can be monitored.  

The second is the possible use of drones. Historically, such drones were first used by military 

services, but nowadays these drones with IoT addition are also used a lot in civilian applications 

such as infrastructure inspection, public safety, traffic control, agriculture and crop health 

monitoring, which gives us some advantages. The use of UAVs in construction industry is a cost-

effective solution (N. Mohamed, 2014) as UAVs can maneuver flexibly in most boring, dirty, 

difficult and even dangerous places. This makes the proposed solution a unique one. These IoT-

enabled drones can fly over the objects with precise flight altitude and capture the best quality 

images with a high-resolution camera, which are then further processed via machine algorithms 

and IoT-like applications to update the progress of each construction site, whether it is connected 

or not. For unconnected construction sites, the number of drones can be increased and work in a 

master-slave combination (F. Mohammed, 2019) to update the results, while for connected 

construction sites, the update can be done using a proper flight plan (F. Mohammed, 2019). Figure 

6 show military facilities after applying the IoT element in any physical security environment to 

ensure no intrusion into restricted areas. 
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Figure 6: IoT in Military Facilities 
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